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1. This Agreement is entered into between the State Agency and the Contractor named below:

STATE AGENCY'S NAME

CALJFORNIA VICTIM COMPENSATION BOARD

CONTRACTOR'S NAME

COUNTY OF SHASTA

2. The term of this JULY 1, 2017 through JUNE 30, 2020

Agreement is:

3. The maximum amount $0.00
of this Agreement is: " Zero dollars

-

part of the Agreement.

. The parties agree to comply with the terms and conditions of the following exhibits which are by this reference made a

Exhibit A — Scope of Work

Exhibit B - Budget Detail and Payment Provisions
Exhibit C* — General Terms and Conditions (GTC367)
Exhibit D - Special Terms and Condifions ble

Attachment | — Revolving Fund Procedures

Attachment i - Contractor's Description of Revolving Fund Procedures
Attachment §ll - CalVCB Information Security Policy 17-008
Attachment IV - Confidentiality Statement

" 3 Pages
2 Page
1 Page
5 Pages

4 Pages
1 Page
6 Pages
3 Page

Attachment V ~ Imaged Document Confidential Destruct Policy-Scan Fagility Memo 09-001 2 Pages

ftems shown with an Asterisk {*), are hereby incorporated by reference and made part of this agreement as if aftached herefo. These documents can be viewed at

hite:ffwwenw.dgs.ca.goviols/ResourcesfStandardGonfractL anouage, aspx
IN WITNESS WHEREOF, this Agreement has been executed by the parties hereto,

CONTRACTOR

CONTRACTOR'S NAME (if ofher than an individual, stale whether a corporafion, partnership, efc.)
COUNTY OF SHASTA

BY {Authorized Signafurs) DATE SIGNED{D» not type)
&

PRINTED NAME AND TITLE OF PERSON SIGNING

STEPHANIE BRIDGETT, DISTRICT ATTORNEY

ADDRESS

1355 WEST STREET
REDDING CA 96001

STATE OF CALIFORNIA

AGENGY NAME
CALIFORNIA VICTIM COMPENSATION BOARD

BY {Authorized Signature) DATE SIGNED(Do ot type)
£

PRINTED NAME AND TITLE OF PERSON SIGNING
VALINDA ROBERTS, DEPUTY EXECUTIVE OFFICER

ADDRESS
400 R STREET, SUITE 500, SACRAMENTO, CA 95811

California Department of General
Services Use Onlv

7] Exempt per: GG §§ 11256, 14616
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County of Shasta
VC-7111
EXHIBIT A

SCOPE OF WORK

. This agreement is entered into by the California Victim Compensation Board (CalVCB), an

agent of the State of California, and the County of Shasta (Contractor). The purpose of this
agreement is to establish a process by which the Contractor may pay expenses on an
emergency basis when the claimant would suffer substantial hardship if the payment was not
made and when the payment would help the claimant with an immediate need.

a.

Contractor shall pay emergency expenses pursuant to Government Code Section
13952.5(c) (3) in the categories listed below, according to the Revolving Fund
Procedures (for a detailed description of revolving fund procedures, please referto
Attachment [ to this agreement).

i. Payment of verified funeral/burial expenses;
ii. Payment of verified relocation expenses;
iil. Payment of verified crime scene clean-up expenses; and
iv. Payments of other verified emergency losses with the approval of the County
Liaison and Support Section (CLASS) Manager.

The Contractor shall pay emergency expenses using its revolving fund for applications
and bills related to crimes that occurred in the following counties: Shasta, Trinity,
Siskiyou, Modoc and Tehama.

The Contractor shall also ensure staff who authorize emergency payments are
different from staff who issue the emergency payments and adhere to proper
separation of duties and internal controls.

The Contractor shall ensure that the staff persons assigned to functions under this
contract do not participate in criminal investigations or prosecution. The Coniractor
shall ensure that the staff persons assigned to functions under this contract do not
collect restitution or serve as a restitution specialist.

In addition, the Contractor shall obtain CalVCB’s prior written permission if staff
persons assigned to functions under this contract will perform any other county
function.

The Contractor shall establish and enforce procedures to insure that funds paid under
this agreement are released only to the person authorized by the claimant to receive
the funds or to the provider of services or commodities paid for under thisagreement.

CalVCB and the Contractor shall comply with all applicable state and federal
requirements. In compliance with Internal Revenue Code 6041 (26 U.S.C.A. §6041),
CalVCB shall issue the Contractor a Miscellaneous Income (Form 1099-MISC) at the
end of the calendar year stating the amount that the Contractor received as payee
from CalVCB that year. The Contractor shall be responsible for issuing a Form 1099-
MISC to each provider in accordance with federal law. In compliance with Internal
Revenue Code 6041, the Contractor shall provide the required Form 1099-MISC to
providers no later than January 31, of the following year. In accordance with CalVCB
procedures, the Contractor shali submit a Request for Taxpayer
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County of Shasta
VC-7111
EXHIBIT A

SCOPE OF WORK

identification Number and Certification (Form W-9) in place of the Payee Data Record
(Std. 204).

The Contractor shall exercise internal control over the issuance of funds and requests
for reimbursement of funds to replenish the accounts.

If an overpayment is identified as a result of an error the Contractor made when
issuing the revolving fund payment or when making the subsequent reimbursement fo
the county, the Contractor is responsible for making a reasonable attempt to collect
the amount of the overpayment.

i. The Contractor shall report any overpayments or suspected
overpayments to County Liaison and Support Section (CLASS) at
CalVCB as soon as the overpayments are identified.

ii. The Contractor shall follow overpayment procedures established for
processing overpayments. If the Contractor has made a reasonable
attempt to recover the overpayment and the overpayment was not
recovered, CalVCB is then responsible for collecting the amount of an
overpayment from the overpaid party. For a detailed description of
overpayment procedures refer to the CalVCB manual.

The Contractor shali use all forms and processes required by CalVCB. For a detailed
description of Revolving Fund Procedures, refer to Attachment | of this agreement.

The Contractor shall only use information collected under this agreement forthe
purpose of verifying and adjudicating claims.

The Coniractor will use the Compensation and Restitution System, (Cares2), the
CalVCB automated claims management system, to perform the work under this
agreement. The Contractor shall ensure that all Contractor staff persons performing
duties under this agreement comply with CalVCB statutes, regulations, guidelines,
procedures, directives, and memos.

The Contractor shall maintain the highest customer service standards, and shall
ensure that claims are processed accurately and efficiently, that recipients of services
receive prompt responses to their inquiries and are treated with sensitivity and
respect. The Contractor shall demonstrate and apply trauma-informed principles and
practices when communicating verbally and in writing with recipients of services.
Should CalVCB communicate to the Contractor any complaint or concern about the
foregoing, the Contractor shall respond to CalVCB within a reasonable time as
requested by CalVCB.

|
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EXHIBIT A

County of Shasta
VC-7111

SCOPE OF WORK

The services shall be performed at:

2. The term of this agreement shall be July 1, 2017 through June 30, 2020.

County of SHASTA

Office DISTRICT ATTORNEY
Address 1355 WEST STREET
City, State, Zip REDDING CA 96001

3. The services shall be provided during regular business hours, Monday through Friday,
except holidays. At the beginning of each fiscal year the Contractor shali provide a list of
scheduled holidays for the coming year. The Contractor shall obtain approval from the
CLASS Manager in advance for any temporary changes in schedule or operating hours.

4. The project representatives during the term of this agreement wili be:

County Liaison and Support Section Manager

gge:?dAgency: California Victim Compensation Contractor: SHASTA COUNTY
Name: Dionne C. Bell-Rucker, Name:

STEPHANIE BRIDGETT

Phone: (916) 491-3512

Phone; 530-245-6310

Fax: (916) 491-6435

Fax: 530-245-6334

Email: Dionne.Bell-Rucker@victims.ca.gov

Email: sbridgett@co.shasla.ca.us

Direct all inguiries to:

State Agency: California Victim Compensation
Board

Contractor: o\ » aTA COUNTY

Section/Unit; Business Services Branch

Section/Unit: vICTIM WITNESS ASSISTANCE

Attention: Ryan Metzer

Attention: ANGIE MELLIS, PROGRAM MANAGER

Address: 400 R Street, Suite 400
Sacramento, CA 95811

Address: 4355 weST STREET
REDDING GA 96001

Phone: (916) 491-3877

Phone: 530-245-6234

Fax: (916) 491-6413

Fax: 530-245-6334

Email. Ryan.Metzer@victims.ca.gov

Email: ameliis @co.shasta ca.us




County of Shasta

VC-7111
EXHIBIT B
/:l M
BUDGET DETAIL AND PAYMENT PROVISIONS Mﬂj\" '
et

REVOLVING FUND ' L\Jf’w
CalVCB advanced the Contractor $20,000.00 in fiscal year 2001/ 662 as authorized by
Government Code Section 6504, to pay qualifying claims (Exhibit A1),

The Contractor shall exercise appropriate internal records over the issuance of funds and
requests for reimbursement of funds to replenish the account.

The Contractor shall use the revolving funds to assist applicants who have immediate need
for payment of an expense, where the applicant would suffer a substantial financial hardship
without such emergency payment. The Contractor shali receive and verify applications and
requests for reimbursement according to the procedures established by CalvCB for
emergency awards. Upon verification, the Contractor shall issue payments from the
revolving fund for allowed emergency expenses. The Contractor shall then use CalvVCB
claims management system to issue a payment to replenish the revolving fund, according to
the process set out in the Revolving Fund Procedures (Attachment | to this agreement) and
any other subsequent procedures required by CaiVCB.

Upon execution of this agreement, the Contractor shall submit a written description of the
proceduras for operating the revolving fund (Attachment 11}. The description shall include a
list of all personnel authorized to request a disbursement from the revolving fund, and a list of
all personnel authorized to make such a disbursement. The description shall also include a
complete explanation of the manner in which the fund is operated, the timeframe for the
issuance of any warrant from the fund, the time frame for any warrant to be considered void if
not presented for payment and copies of any forms that are used in the distribution of the
funds. If any changes are made to the Contractor's revolving fund procedures, the
Contractor shall notify CalVCB.

BUDGET CONTINGENCY CLAUSE

It is mutually agreed that if the Budget Act of the current year and/or any subsequent years
covered under this agreement does not appropriate sufficient funds for the program, this
agreement shall be of no further force and effect. In this event, CalvCB shall have no liability
to pay any funds whatsoever to the Contractor or to furnish any other consideration under
this agreement and the Contractor shalf not be obligated to perform any provisions of this
agreement.

if funding for any fiscal year is reduced or deleted by the Budget Act for purposes of this
program, CalVCB shall have the option to either terminate this agreement with no liability to
CalVCB, or offer an amendment of this agreement to the Contractor to reflect the reduced
amount.

REPORTING REVOLVING FUND USE

a. In order fo perform an accurate reconciliation of Revolving Fund use, CalvVCB
requires that each month the Contractor shall submit a written accounting of the
disbursements and reimbursements made to the Contractor’s revolving fund account.

i/ .
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County of Shasta
VC-7111

EXHIBIT B
BUDGET DETAIL AND PAYMENT PROVISIONS
Required documentation shall be submitted to the County Liaison and Support

Section designee and the CalVCB Accounting Manager, by the tenth (10™) day of
each month.

. Required documentation shall include:

1. Revolving Fund Disbursement Log

i. The spreadsheet for the Revolving Fund Disbursement Log shall be
provided by CalvCE.

2. Bank Statements or General Ledger report

i. If statements are comingled with other funds, then a General Ledger
report with only revolving fund transactions is required.

ii. Debit information should include the county check number. This check
number will be reconciled with the Revolving Fund Disbursement Log
to determine the application identification number,

ii. Credit information should also include deposit information that states
what claim payments are being deposited by application identification
number and a copy of the corresponding check from the State
Controller's Office (SCQ).

3. Summary of any discrepancies e.g. voided transactions, errors in posting, etc.

According to the process set out in the Revolving Fund Procedures (Attachment 13,
the Contractor shall submit a report within (30} days after the end of the fiscal year
that details the Revolving Fund Use, including, but not limited to, the following
information: beginning and ending balance of the fund, the number of applications,
number of bills, total amount disbursed from the revolving fund, total number ofbills
by service type (e.g., funeralfburial, relocation expense, etc.); total amount paid by
service type.




County of Shasta
VC-7111

EXHIBIT C
GENERAL TERMS AND CONDITIONS

PLEASE NOTE: The General Terms and Conditions will be included in the contract by
reference to Internet site:

hitp/iwww.dgs.ca.gov/ols/Resources/StandardContractLanguage.aspx




GTC 610
EXHIBIT C

GENERAL TERMS AND CONDITIONS

1. APPROVAL: This Agreement is of no force or effect until signed by both parties and
approved by the Department of General Services, if required. Contractor may not commence
performance vntil such approval has been obtained,

2. AMENDMENT: No amendment or variation of the terms of this Agreement shall be valid
unless made in writing, signed by the parties and approved as required. No oral understanding or
Agreement not incorporated in the Agreement is binding on any of the parties.

3. ASSIGNMENT: This Agreement is not assignable by the Contractor, either in whole or in
part, without the consent of the State in the form of a formal written amendment.

4. AUDIT: Contractor agrees that the awarding department, the Department of General Services,
the Bureau of State Audits, or their designated representative shall have the right to review and
to copy any records and supporting documentation pertaining to the performance of this
Agreement. Contractor agrees to maintain such records for possible audit for a minimum of three
(3) years after final payment, uniess a longer period of records retention is stipulated. Contractor
agrees to allow the audifot(s) access to such records during normal business hours and to allow
interviews of any employees who might reasonably have information related to such records.
Further, Contractor agrees to include a similar right of the State to audit records and interview
staff in any subcontract related to performance of this Agreement. (Gov. Code §8546.7, Pub.
Contract Code §10115 et seq., CCR Title 2, Section 1896).

5. INDEMNIFICATION: Contractor agrees to indemnify, defend and save harmless the State, its
officers, agents and employees from any and all claims and losses accruing or resulting to any
and all contractors, subcontractors, suppliers, laborers, and any other person, firm or corporation
furnishing or supplying work services, materials, or supplies in connection with the performance
of this Agreement, and from any and all claims and losses accruing or resulting to any person,
firm or corporation who may be injured or damaged by Contractor in the performance of this
Agreement.

6. DISPUTES: Contractor shall continue with the responsibilities under this Agreement during
any dispute.

7. TERMINATION FOR CAUSE: The State may terminate this Agreement and be relieved of
any payments should the Contractor fail to perform the requirements of this Agreement at the
time and in the manner herein provided. In the event of such termination the State may proceed
with the work in any manner deemed proper by the State. All costs to the State shall be deducted
from any sum due the Contractor under this Agreement and the balance, if any, shall be paid to
the Contractor upon demand.




8. INDEPENDENT CONTRACTOR . Contractor, and the agents and employees of Contractor,
in the performance of this Agreement, shall act in an independent capacity and not as officers or
employees or agents of the State.

9. RECYCLING CERTIFICATION: The Contractor shall certify in writing under penalty of
petjury, the minimum, if not exact, percentage of post consumer material as defined in the Public
Contract Code Section 12200, in products, materials, goods, or supplies offered or sold to the
State regardless of whether the product meets the requirements of Public Contract Code Section
12209. With respect to printer or duplication cartridges that comply with the requirements of
Section 12156(¢), the certification required by this subdivision shall specify that the cartridges so
comply (Pub. Contract Code §12205).

10. NON-DISCRIMINATION CLAUSE: During the performance of this Agreement, Contractor
and its subcontractors shall not unlawfully discriminate, harass, or allow harassment against any
employee or applicant for employment because of sex, race, color, ancestry, religious creed,
national origin, physical disability (including HIV and AIDS), mental disability, medical
condition (e.g., cancer), age (over 40), marital status, and denial of family care leave. Contractor
and subcontractors shall insure that the evaluation and treatment of their employees and
applicants for employment are free from such discrimination and harassment. Contractor and
subcontractors shall comply with the provisions of the Fair Employment and Housing Act (Gov.
Code §12990 (a-f) et seq.) and the applicable regulations promulgated thereunder (California
Code of Regulations, Title 2, Section 7285 et seq.). The applicable regulations of the Fair
Employment and Housing Commission implementing Government Code Section 12990 (a-f), set
forth in Chapter 5 of Division 4 of Title 2 of the California Code of Regulations, are incorporated
into this Agreement by reference and made a part hereof as if set forth in full. Contractor and its
subcontractors shall give written notice of their obligations under this clause to labor
organizations with which they have a collective bargaining or other Agreement.

Contractor shall include the nondiscrimination and compliance provisions of this clause in all
subcontracts to perform work under the Agreement.

11. CERTIFICATION CLAUSES: The CONTRACTOR CERTIFICATION CLAUSES
contained in the document CCC 307 are hereby incorporated by reference and made a part of this
Agreement by this reference as if attached hereto.

12. TIMELINESS: Time is of the essence in this Agreement.

13. COMPENSATION: The consideration to be paid Contractor, as provided herein, shall be in
compensation for all of Contractot's expenses incutred in the performance hereof, including
travel, per diem, and taxes, unless otherwise expressly so provided.

14. GOVERNING LAW: This contract is governed by and shall be interpreted in accordance
with the laws of the State of California.




I5. ANTITRUST CLAIMS: The Contractor by signing this agreement hereby certifies that if
these services or goods are obtained by means of a competitive bid, the Contractor shall comply
with the requirements of the Government Codes Sections set out below.

a. The Government Code Chapter on Antitrust claims contains the following definitions:

1) "Public purchase" means a purchase by means of competitive bids of goods, services, or
materials by the State or any of its political subdivisions or public agencies on whose behalf the
Attorney General may bring an action pursuant to subdivision (c) of Section 16750 of the
Business and Professions Code.

2) "Public purchasing body" means the State or the subdivision or agency making a public
purchase. Government Code Section 4550.

b. In submitting a bid to a public purchasing body, the bidder offers and agrees that if the bid is
accepted, it will assign to the purchasing body all rights, title, and interest in and to all causes of
action it may have under Section 4 of the Clayton Act (15 U.S.C. Sec. 15) or under the
Cartwright Act (Chapter 2 (commencing with Section 16700) of Part 2 of Division 7 of the.
Business and Professions Code), arising from purchases of goods, materials, or services by the
bidder for sale to the purchasing body pursuant to the bid. Such assignment shall be made and
become effective at the time the purchasing body tenders final payment to the bidder.
Government Code Section 4552.

¢. If an awarding body or public purchasing body receives, either through judgment or
settlement, a monetary recovery for a cause of action assigned under this chapter, the assignor
shall be entitled to receive reimbursement for actual legal costs incurred and may, upon demand,
recover from the public body any portion of the recovery, including treble damages, attributable
to overcharges that were paid by the assignor but were not paid by the public body as part of the
bid price, less the expenses incurred in obtaining that portion of the recovery. Government Code
Section 4553,

d. Upon demand in writing by the assignor, the assignee shall, within one year from such
demand, reassign the cause of action assigned under this part if the assignor has been or may
have been injured by the violation of law for which the cause of action arose and (a) the assignee
has not been injured thereby, or (b) the assignee declines to file a court action for the cause of
action. See Government Code Section 4554,

16. CHILD SUPPORT COMPLIANCE ACT: For any Agreement in excess of $100,000, the
contractor acknowledges in accordance with Public Contract Code 7110, that:

a. The contractor recognizes the importance of child and family support obligations and shall
fully comply with all applicable state and federal laws relating to child and family support
enforcement, including, but not limited to, disclosure of information and compliance with
earnings assignment orders, as provided in Chapter 8 (commencing with section 5200) of Part 5
of Division 9 of the Family Code; and

b. The contractor, to the best of its knowledge is fully complying with the earnings assignment
orders of all employees and is providing the names of all new employees to the New Hire
Registry maintained by the California Employment Development Department.




17. UNENFORCEABLE PROVISION: In the event that any provision of this Agreement is
unenforceable or held to be unenforceable, then the parties agree that all other provisions of this
Agreement have force and effect and shall not be affected thereby.

18. PRIORITY HIRING CONSIDERATIONS: If this Contract includes services in excess of
$200,000, the Contractor shall give priority consideration in filling vacancies in positions funded
by the Contract to qualified recipients of aid under Welfare and Institutions Code Section 11200
in accordance with Pub. Contract Code §10353.

19. SMALL BUSINESS PARTICIPATION AND DVBE PARTICIPATION REPORTING
REQUIREMENTS:

a. If for this Contract Contractor made a commitment to achieve small business participation,
then Contractor must within 60 days of receiving final payment under this Contract (or within
such other time period as may be specified elsewhere in this Contract) report to the awarding
department the actual percentage of small business participation that was achieved. (Govt. Code
§ 14841.)

b. If for this Contract Contractor made a commitment to achieve disabled veteran business
enterprise (DVBE) participation, then Contractor must within 60 days of receiving final payment
under this Contract {or within such other time period as may be specified elsewhere in this
Contract) certify in a report to the awarding department: (1) the total amount the prime
Contractor received under the Contract; (2) the name and address of the DVBE(s) that
participated in the performance of the Contract; (3) the amount each DVBE received from the
prime Contractor; (4) that all payments under the Contract have been made to the DVBE; and (5)
the actual percentage of DVBE participation that was achieved. A person or entity that
knowingly provides false information shall be subject to a civil penalty for each violation. (Mil.
& Vets. Code § 999.5(d); Govt. Code § 14841.)

20.  LOSS LEADER:

If this contract involves the furnishing of equipment, materials, ot supplies then the following

statement is incorporated: It is unlawful for any person engaged in business within this state to
sell or use any article or product as a “loss leader” as defined in Section 17030 of the Business
and Professions Code. (PCC 10344(e).)

SAADMIN\HOMEPAGENGTC-610.doc
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County of Shasta
VC-7111

EXHIBIT D
SPECIAL TERMS AND CONDITIONS

INCOMPATABLE ACTIVITIES

Contractor's staff assigned to perform services for CalVCB shall not;
a. Participate in a criminal investigation or prosecution.

b. Engage in any conduct that is clearly inconsistent, incompatible, or in conflict with his or
her assigned duties under the contract, including but not limited to: providing servicesthat
could be compensated under the VCP program.

c. Use infermation obtained while doing work under the contract for personal gain orthe
advantage of ancther person.

d. Disclose any confidential information except as required by law or authorized by CalVCB.
Confidential information includes, but is not limited to, information about applicants,
applications and documents associated with applications.

e. Provide or use the names of persons or recerds of the CalVCB for a mailing list which has
not been authorized by CalVCB.

h

Represent himself or herself as a CalvVCB employee,

Take any action with regard to a Cafifornia Victim Compensation Board claim or restitution
matter with the intent to obtain private gain or advantage.

«

h. Involve him or herself in the handling of any claim or restitution matter when he or she has
a relationship (business or personal} with a claimant or other interested party.

i. Knowingly initiate any contact with a claimant, person for whom restitution may be sought,
or person against whom restitution may be collected, unless the contact is for the
purposes of carrying out the services under the agreement and is done in an appropriate
manner.

It shall be the Contractor's responsibility to ensure that every staff person assigned to provide
contracted services to CalVCB is made aware of and abides by this provision. If an assigned
staff person is unwilling or unable to abide by this provision, the staff person should no longer be
assigned to perform the services required by the agreement. Any questions should be directed to
CalVCB's Legal Office.

PROGRAM EVALUATION AND MONITORING

The Contractor shall make available to CalVCB, and its representatives, for purposes of
inspection, audit and review, any and all of its books, papers, documents, financial records
and other records pertaining to the operation of this agreement. The records shall be
available for inspection and review during regular business hours throughout the term of this




County of Shasta
VC-7111

EXHIBIT D
SPECIAL TERMS AND CONDITIONS

agreement, and for a period of three (3) years after the expiration of the term of this
agreement.

. RETURN OF REVOLVING FUNDS

The CalVCB reserves the right to request, upon thirty (30) days written notification, the return
of all revolving fund monies to be deposited into CalVCB Restitution Fund.

. CONFIDENTIALITY OF RECORDS

All financial, statistical, personal, technical and other data and information relating to the
State’s operations which are designated confidential by the State and made available to the
Contractor in order to carry out this agreement, or which become available to the Contractor
in carrying out this agreement, shall be protected by the Contractor from unauthorized use
and disclosure through observance of the same or more effective procedural requirements as
are applicable to the State. This includes the protection of any extractions of CalVCB's
confidential data for another purpose. Personally identifiable information shalt be held in the
strictest confidence, and shall not be disclosed except as required by law or specifically
authorized by CalVCB (Refer to CalVCB Information Security Policy, Attachment Iil).

CalvVCB's Custodian of Records in Sacramento shall be notified when an applicant or
applicant’s representative requests a copy of any document in or pertaining to the claimant’s
file. The Contractor shall not disclose any document pursuant to any such request unless
authorized to do so by the Executive Officer, Chief Deputy Executive Officer, Deputy
Executive Officer, or the Legal Office.

The Contractor shall ensure that all staff is informed of and complies with the requirements of
this provision and any direction given by the CalVCB. The Contractor shall complete and
submit a signed Confidentiality Statement (Attachment V) to:

California Victim Compensation Board
Attn: Ryan Metzer, AGPA

Business Sefvices Branch

400 "R” Street, Suite 400
Sacramento, CA 95811

The Contractor shall be responsible for any unauthorized disclosure by Contractor staff
persons performing duties described in this contract, regardiess of whether or not the services
of such staff persons are paid for by CalVCB, and shall indemnify, defend and hold harmless
the State, its officers, agents and employees from any and all claims, losses, damages,
penalties, fines, and attorney fees resulting from the unauthorized disclosure of CalVCB
records by such staff persons.

The Contractor shall annually submit to CalVCB Confidentiality Statements (Attachment IV)
signed by each staff member performing services under this contract, whose salary or a

9




County of Shasta
VC-7111

EXHIBIT D

SPECIAL TERMS AND CONDITIONS

portion thereof is paid through this contract, or who supervises staff members performing
services under this contract. Confidentiality statements must be submitted within ten (10)
business days of the start date of new staff. The Contractor should submit via mail, email or
fax confidentiality statements for all staff no later than July 30", of each year. Access fo the
CalVCB claims management database will be granted upon receipt of the signed
confidentiality statement.

To mail requests and correspondence related to this section of the contract, send to: The
County Liaison and Support Section, California Victim Compensation Board, P.O. Box 3036,
Sacramento, CA 95812-3036.

. SUBPOENAS

The Contractor is not the Custodian of Records for any of the materials it creates or receives
pursuant to this contract. The Contractor shall post a nofice in its receiving department or
other appropriate place stating that all subpoenas for California Victim Compensation Board
records must be personally served on the California Victim Compensation Board at 400 R
Street, 5th Floor, Sacramento, CA, 95811, Attn: Legai Office. The Contractor must notify
anyone attempting to serve a subpoena for records of this requirement. The Confractor may
also contact the Legal Office at 916-491-3605 for further assistance.

In cases where documents are being subpoenaed, the Contractor shall provide CalVCB with
original and complete claim documents upon request. The Contractor shall submit the
original claim documents in the most expedient manner necessary to meet the fime
constraints of the subpoena, including the use of overnight express mail.

. COMPLIANCE WITH CALVCB POLICY

The Contractor shall ensure that all staff assigned to work related to this contract review and
comply with the requirement of CalVCB policies, including the CalVCB Fraud Policy, CalVCB
information Systems Security and Confidentiality, and CalVCB Privacy Policy
Acknowledgement Form. CLASS will provide copies of the policies to the Contractor at the
beginning of each fiscal year to be signed and returned to CLASS within 30 days of receipt.

. RETENTION OF RECORDS

The Contractor shali retain all documents related to applications entered into the CalvVCB
claims management database, Cares2, for one year from the date the document is received.
After one year, the Contractor shall contact the County Liaison and Support Seciion to make
arrangements for the documents to be destroyed consistent with Imaged Document
Confidential Destruct Policy Memo Number 09-001 (Attachment V).

The Contractor shall retain any other records relating to the operation of this contract,

including, but not limited to, payroll, time-keeping, accounting records and electronic records
for seven years from the date the record is created.

10




County of Shasta
VC-7111

EXHIBIT D

SPECIAL TERMS AND CONDITIONS

All electronically retained documents shall have the saime legal effect as an original paper
document.

The Contractor shall not destroy any files or records without written authorization from
CalvVCB.

8. SECURITY AND PRIVACY COMPLIANCE

The county Contracted staff assigned to perform services for CalVCB must adhere to the
following provisions. Staff shall not;

a. Attempt to access the Cares2 application form any location other than their
assigned work location, this includes restrictions on working remotely.

b. Share individual login ID and password with anyone else.

¢. Allow their computer to remember a password to the Cares2 application.

d. Walk away from their computer without locking the screen.

e. Leave documents with personali&; identifiable information (Pli) unattended on
printers or fax machines, or in cubicles, offices or conference rooms.

f. Disclose any PPl information to unauthorized users.

g. Send any Pl via email. Staff should use application numbers, bill numbers and
initials only (if necessary). Staff should use encrypted emait if they must send
email containing Pl information.

h. Visit untrusted websites or open any attachments or links from untrusted email.
i. Uninstall or disable anti-virus software and automatic updates.
i. Install any unauthorized or unlicensed software.

k. Plug a mobile phone, personal USB drive or other peripheral device into the
network system or desktop computer.

I Any virus attacks, security violations, and privacy breaches, should be immediately
reported to the Contractor's information Security Office, the Contractor's CLASS
liaison and the CLASS manager.

9. TERMINATION FOR CONVENIENCE

CalVCB or the Contractor reserves the right to terminate this contract upon thirty (30) days
written notice to the other. In such an event, the Contractor shall return ali Revolving Fund
monies to be deposited into the CalVCB Restitution Fund and will be compensated for actual
costs incurred in accordance with the terms of the agreement up to the date of termination.
invoicing of the above mentioned costs shall be submitted to CalVVCB within thirty (30)
calendar days of the date of termination.
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County of Shasta
VC-7111

EXHIBIT D

SPECIAL TERMS AND CONDITIONS

10. REGULATIONS AND GUIDELINES

All parties agree to abide by all applicable federal and state laws and regulations and CaivCB
guidelines, procedures, directives and memos as they pertain to the performance of this contract.
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REVOLVING FUND PROCEDURES

1. Document Substantial Financial Hardship and immediate Need

a. The Revolving Fund may be used to pay urgent or unexpected expenses
that are allowed by CalVCB statutes, regulations and policies. Typically,
these expenses are considered through the Emergency Award (EA)
process . Emergency awards can only be allowed in cases where there
would be substantial financial hardship if an award were not paid right
away andfor where there is an immediate need for payment to the claimant
or the provider on behalf of the claimant.

b. Substantial financial hardship means that without the emergency award
the claimant cannot provide for the necessities of life including, but not
limited to:

i. Sheiter

. Food

iii. Medical care or
iv. Personal safety

¢. The inability to pay for funeral and buriai expenses or crime scene clean
up expenses without the emergency award can constitute substantial
financial hardship.

d. The amount awarded depends on the claimant’s immediate need. Pay just
those compensable expenses that, if not paid immediately, would cause a
substantial financial hardship.

2. Contact the Provider
a. Payments from the Revolving Fund should be verified:

i. To be a substantial financial hardship to the claimant,
ii. To be an immediate need’ and
iii. That the provider will not provide services unless payment is
received immediately.

b. Prior to making payments to a provider of service on behalf of the
claimant, local county staff will contact the provider by phone to assess
whether they are willing to wait for payment through the regular claims
process.

¢. Document the conversation in Cares2, specifying whether or not the
provider is willing to wait for payment..

3. Assess eligibility

a. Prior to making a payment from the Revolving Fund review the application
and associated documents (per instructions in the CalvVCP online manual)
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to make a preliminary assessment regarding the eligibility of the
application.

b. Whenever possible determine eligibility of the application prior to issuing
the Revolving Fund payment, however, if circumstances do not aliow for a
complete eligibility assessment, follow the instructions found in the
CalVCP online manual for making an emergency award.

¢. Do not issue a Revolving Fund payment in a case where issues that may
bar eligibility are clearly evident. Consult the County Liaison and Support
Section if assistance is needed in reviewing eligibility issues.

4. Issuing and Documenting the Revolving Fund Payment

a. Prior to issuing a Revolving Fund payment, ail reimbursement sources
must be reviewed. If necessary contact the Revenue and Recovery
Branch for authorization to pay the bill prior to issuance. Per instructions in
the manual, document interactions with RRB in Cares2. Escalate
emergency claims by contacting your County Liaison and Support Section
(CLASS) analyst for assistance.

b. Confirm who needs to be paid (claimant or provider on behalf of the
- claimant). If needed, obtain a W-9 form from the provider, which includes
either the provider's Federal Tax ldentification Number (FIN) or Social
Security Number (SSN). This information is used to issue a future Form
1099.

c. Payment authorization documents must be scanned into CaRES for every
Revolving Fund transaction. The format of the authorization documents
may differ from county to county but must contain at a minimum;

i. CalVCB Application Number
ii. Date of request
ifi. Nature of request (including amount and payee)
iv. Evidence of substantial financial hardship or immediate need
v. Status of application
vi. Signature of claims specialist making the request
vii. Signature of Victim Assistance Center Director or autharized
designee approving reguest.
viii. Signature of person issuing the check.
ix. The person making the request, the person approving the request
and the person issuing the check must be three different people.

d. Staff must enter a note into the Cares2 application summary for each
Revolving Fund transaction. The note must be written according fo the
following format;

REVOLVING FUND PAYMENT: Payment in the amount of
[amount] to [payee] has been issued from the Revolving Fund on
date [date]. The Revolving Fund was used because [document
reason including substantial financial hardship/immediate need
and the provider's unwilfingness to wait for payment through
CaRES, if applicable]. Copies of Revolving Fund authorization
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documents fauthorization form and a copy of the check if
available] scanned into CaRES [date].

5. Reimbursing the Revolving Fund

a. The JP office should reimburse the Revolving Fund within 20 days of the
time the Revolving Fund check was issued in order to keep funds flowing
back into the Revolving Fund.

b. Reimbursement to the Revolving Fund must also be documented in the
application summary with a note in the following format:

REVOLVING FUND REIMBURSEMENT Bill iD no. BXX-XXXXX:
This payment of famount] 1o the [County Emergency Fund] is
reimbursement for the Revolving Fund payment made in the
amount of famount] to [payee] on [date].

6. Revolving Fund Dishursement Log

a. Use the Revolving Fund Disbursement Log provided by CalVCB to
decument all outgoing and incoming Revolving Fund transactions. The log
shall include, but is not limited to, the following information:

¢ The date of the fransaction

¢ Application and bill identification numbers

¢ Claimant’s initials

+ Payee name and federal tax identification number,

« The county warrant number disbursed

« The State warrant number used fo reimburse the fund
e Paid amount

b. The disbursement log must reflect an accurate beginning balance from
July 1, 2017, and should be cumulative for the year. Outstanding items
from the prior fiscal year may be included on the July 2017 log in order to
provide an accurate reconciliation,

7. Bank Statements or General Ledger report

a. If statements are comingled with other funds, then a General Ledger report with
only revolving fund transacticns is required.

b. Debit information should include the county check number. This check number
will be reconciled with the Revolving Fund Disbursement Log fo determine the
application identification number.

c. Credit information should also include deposit information that states what claim
payments are being deposited by application identification number. Also a copy
of the correspending check from the State Controller’'s Office (SCO).

d. Summary of any discrepancies e.g. voided transactions, errors in posting,
etc. Assign one person in the county office to maintain the Revolving Fund
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Disbursement Log to ensure that all required information is documented
properly and reimbursements are requested prompily.

. Sdbmission of the Revolving Fund Log and Bank Statement or General Ledger

Report

a. The Revolving Fund Log and bank statement or general ledger must be
submitted by the 10" day of the month following the reporting month. The
disbursement log must be submitted to

CalVCB Accounting
Division

VCGCBAccountingMailbox@victims.ca.qov

CLASS Manager

Dionne Bell-Rucker

Dionne.bell-rucker@victims.ca.gov

CLASS Liaison

Reginald Brown

Reginald.Brown@victims.ca.qov

. Overpayments

a. If an overpayment is identified as a resuit of an error the Contractor made when
issuing the Revolving Fund payment or when making the subsequent
reimbursement fo the county, the Contractor is responsibie for making a
reasonable attempt to collect the amount of the overpayment.

i. The Contractor shall report any overpayments or suspected
overpayments to County Liaison and Support Section (CLASS) at
CalVCB as soon as the overpayments are identified.

ii. The Contractor shall follow overpayment procedures established for
processing overpayment. |f the Contractor has made a reasonable
attempt to recover the overpayment but the overpayment was not
recovered, then CalVCB will pursue collection of the overpayment from
the overpaid party. For a detailed description of overpayment procedures
refer to the CalVCB manual.
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CONTRACTOR'’S DESCRIPTION OF REVOLVING FUND PROCEDURES

County Name: Prepared by:  Ginger Strahan-Kuhns
Shasta

Original Revolving Fund | Contract Number; VC-7111

Contract Award:

$20,000

Date: 04/04/2017 Phone: 530-245-6390

The contractor shall submit a written description of the procedures for operating the Revolving
Fund (Attachment 1l to this contract). The description shall include a list of all personnel
authorized to request a disbursement from the Revolving Fund, and a list of all personnel
authorized to make such a disbursemeént. The description shall also include a complete
explanation of the manner in which the fund is operated, the timeframe for any warrant to be
considered void if not presented for payment and copies of any forms that are used in the
distribution of funds.

Contractor’'s Description of Revolving Fund Procedures

Verify immediate need of payment.

Fill out CRIME VICTIM ASSISTANCE EMERGENCY REQUEST form.
Supervisor must review and sign request form.

Take request to Accounting Staff, along with W-9 if necessary.

Make note in CaRES stating check was requested and list date and time.

Log this information in Revolving Fund Log excel spreadsheet.

Pick up check from auditor's office (generally 2-3 days)

- Make two copies of the check, one to scan in CaRES and one for Accounting.

Make note in CaRES stating that the check has been issued and the reason the revolving fund
was utilized.

Complete check pick-up form and have client sign.

Scan all relocation documents, copy of check request, copy of check, and check pick-up form to
CaRES as a work item.
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Email support staff requesting that Bl be processed once it is in the system.

Complete BD to reimburse Shasta County DA.

Make a note in CaRES stating revolving fund reimbursement, list bill number, and amount.
Update revolving fund log excel spreadsheet.

Personnel Authorized to request disbursement:

Ginger Strahan-Kuhns

Kris Lloyd

Michael Heide
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Information Security Policy

Memo Number: 17-008

Date Issued: 1/1/17

Supersedes: 15-001

Effective Date: Immediately

Expires: Indefinite

Issued By: Information Technology Division

Purpose

The Victim Compensation Board’s {CalVCB) Information Security Policy defines the rules for
information security that apply to our business activities. This Policy also provides a foundation
for additional practices and standards that will more specifically communicate CalvVCB rules
related to information security.

Information Security Program

The CalVCB has established an Information Security Program to protect the confidentiality,
availability, integrity, and privacy of CalVCB information and supporting assets. The
Information Security Program provides an integrated set of requirements that complement the
CalVCB strategic goals and securely achieves its objectives and priorities.

Responsibility

The Information Security Officer (IS0} is responsible for developing, implementing, and
operating the Information Security Program. The 1SO reports directiy to the CalvVCB ITD Chief
information Officer.

The 1SO will develop and implement policies, practices, and guidelines that protect the
confidentiality, availability, and integrity of all CalvVCB information and supporting assets. The
ISO also promotes information security awareness, measures adherence to information security
policies, and coordinates the response to information security incidents.

The ISO chairs the Information Security Advisory Committee that includes members
representing all CalVCB divisions. The Information Security Advisory Committee is responsible
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for reviewing, advising, and recommending approval of information security practices and
standards.

The Information Technology Division is responsible for the implementation and administration
of CalVCB information security policies, practices, and guidelines for all CalvVCB information
systems and networks.

All CalvVCB employees, consultants, and contractors are responsible for protecting CalVCB
information assets and complying with CalVCB information security policies, practices, and
guidelines. All CalVCB employees, consultants, and contractors are also responsible for
reporting any suspected or known security violations or vulnerabilities to the 1SO.

Compliance

All CalVCB employees, consultants, and contractors must comply with CalVCB information
security policies, practices, and guidelines.

Failure to comply with CalVCB information security policies, practices, and guidelines by State
employees may result in disciplinary action up to, and including, termination of State
employment.

Failure to comply with CalVCB information security policies, practices, and guidelines by
consultants or contractors may result in punitive action up to, and including, termination of
their contract.

In some cases, the failure to comply with CalVCB information security policies, practices, and
guidelines may result in additional civil and criminal penalties.

Compliance of CalVCB divisions and offices with CalVCB information security policies, practices,
and guidelines must be enforced by the supervisors and managers of these divisions and
offices. The CalvCB overall compliance with information security policies, practices, and
guidelines will be monitored by the 1SO.

Risk Management

The CalVCB will identify and mitigate risks to the confidentiality, availability, and integrity of
CalVCB information assets. Information security risks must be reported to the owner of the
information or the information system asset and the owner of that asset will ultimately
determine the impact of the risk and the appropriate mitigation approach.
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The ISO operates the Information Security Risk Management program. Under this program, the
ISO participates in the development of new information systems and periodically assesses
existing information systems to identify and mitigate information security risks. The 1SO works
with the appropriate CalVCB divisions and offices to determine the impact of the risk, identify
the appropriate mitigation activities, and monitor the successful completion of the mitigation
activities.

Life Cycle Planning

The CalvCB will address information security as part of new projects invalving major business
activities or significant enhancements to existing business.

Projects will comply with all applicable information security policies and practices, and include
provisions for the effective implementation and administration of the information security
processes reguired for compliance.

Awareness and Training

The CalVCB maintains a mandatory information security awareness program. The 1SO wil
ensure that the appropriate information security awareness training is provided to all CalvCB
employees, consultants, and contractars.,

Physical Security

The CalVCB safeguards its business areas and resources to protect and preserve the availability,
confidentiality, and integrity of the department’s information assets. Only authorized
individuals are granted physical access to sensitive CalVCB business areas.

Contingency and Disaster Preparedness

The CalVCB Business Services Section ensures that the CalvCB has sufficient plans, resources,
and staff to keep critical CalvVCB business functions operating in the event of disruptions.

Contingency plans must be tested at a frequency sufficient to ensure that they will work when
needed. :
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Incident Handling

The CalvCB ISO implements practices to minimize the risk associated with vialations of
information security and ensure timely detection and reporting of actuval or suspected incidents
or violations.

All CalvVCB employees, consultants, and contractors are responsible for reporting any suspected
or confirmed security violations and incidents in a timely manner. The CalVCB investigates
information security violations and incidents and refers them to state and federal authorities
when appropriate.

Identification and Authentication

All users are individually identified to the information system(s) they use. Their identity is
verified in the system by using information that is only known by the individual user and the
system. The user and the system will protect this verification information with sufficient care to
prevent its disclosure and ensure its integrity.

The identification and verification process must be strong enough to establish a user’s
accountability for their actions on the information system.

Access Control

Access to all CalVCB information systems and information assets is controlled and the owner of
each system or information asset must approve all user access. Users are provided access to
only those systems and information assets required to perform their current CalVCB duties.

The CalVCB information systems must have the capability to restrict a user's access to only
information and/or functions necessary to perform their CalVCB duties.

Audit Trail

All information system activities are subject to recording and routine review. Audit trail records
must be sufficient in detail to facilitate the reconstruction of events if a compromise or
malfunction occurs.

Audit trail records must be provided whenever access to a CalvVCB information system is either
permitted or denied; or whenever confidential or sensitive information is created or modified.
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Audit trail records are created and stored with sufficient integrity and duration to hold a user
accountable for their actions on a CalVCB information system.

Data Ownership

All information assets have a Data Owner who is assigned by CalvCB management. The Data
Owner is responsible for authorizing access to the information, assignment of custody for the
information, classifying the information, and approving any contingency plans affecting the
information.

Information Classification

All CalvCB information assets are classified by their Data Owner according to the confidentiality
of the information and its importance to CalVCB operations. In addition to any classification of
information required for business purposes, the classification identifies if the information is
confidential or subject to release as a public record as required by law. It also identifies
information critical to the continuance and success of CalVCB operations.

Information System Security Practices

All CalVCB information systems and information system infrastructure elements will have
specific practices, guidelines, and procedures that govern their operation relative to
information security. All CalvVCB information systems and information system infrastructure
elements will conform to these practices, guidelines, and procedures unless the I1SO has
approved a specific exception.

Authority
e Government Code sections 19572 and 19930
¢ State Administrative Manual (SAM) sections 5300 through 5365.3
+ Government Code section 8314
e Applicable employee Memoranda of Understanding
e State Information Management Manual {SIMM}

Page 50f6




POLICY MEMO CALIFORNIA,

iy

CalVCBF

VICYIM COMPENSAYION BOARD

Contact

For any questions about this Policy, please contact your immediate manager/supervisor or the
ISO by e-mail at InfoSecurityandPrivacy@victims.ca.gov.

Distribution List
All CalvCB staff
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CalVCB Confidentiality Statement

Purpose of Confidentiality Statement

It is the policy of the Victim Compensation Board (CalVCB) that all computerized files and data
that contain CalVCB client information, as well as all information and documents associated
with such files and data, are “confidential” and shall not be disclosed except as required by law
or specifically authorized by CalVCB. | also acknowledge that it is the policy of CalVCB to ensure
that all information is secured as set forth in the CafVCB Information Security Policy, Memo
number 06-00-003 and that all CalvCB employees and contractors must respect the
confidentiality of CalVCB data by not disclosing any files or data accessible to them through
their employment, contract, or affiliation with CalVCB.

State Employees and Contractors
Initial each section.

L agree to protect confidential informaticn in the following ways:

e Access, inspect, use, disclose, or modify information only to perform job duties.

« Never access, inspect, use, disclose, or modify information, including my own, for
curiosity, personal gain, or any non-CalVCB business related reason.

¢ Never attempt to access, use, disclose, or modify information, including my own, for any
non-CalVCB business or personal reason.

» Secure confidential information in approved locations and dispose of confidential
infermation or canfidential materials using the confidential destruction receptacle. Not
destroy any original copies of information submitted to CalvVCB without prior
authorization from the Executive Officer, Deputy Executive Officer, or Legal Counsel.

s Log off of computer access to CalVCB data and information when not using it.

e Never remove confidential information from my work site without prior autharization
from the Executive Officer, Deputy Executive Officer, or Legal Counsel.

¢ Never disclose personal information regarding anyone other than the requestor unless
authorized to do so by the Executive Officer, Deputy Executive Officer, or Legal Counsel.
“Personal Information” means any information that identifies or describes an individual,
including but not limited to, his or her name, social security number, physical
description, home address, home telephone number, education, financial matters,
medical or employment history, or statements made or attributed to the individual.
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Never disclose any information related to a victim compensation application, including
whether an individual has filed a CalVCB application, unless it is under the following
circumstances:
1. The request far information is from an applicant or the applicant’s authorized
representative regarding his or her own application,
2. The disclosure is for the purpose of verifying claims and the applicant has
provided a signed authorization to release information, or
3. Are authorized to disclose the information by the Executive Officer, Deputy
Executive Officer, or Legal Counsel.
Never release a copy of a law enforcement report to any individual, including a CalvCB
applicant. Law enforcement reports include, but are not limited to, reports by police,
CHP, sheriff departments, DQI, FBI, Child Protective Services, and the Department of
Social Services.
Never disclose a Felon Status Verification Requesi completed by DOI to any individual
outside of CalvCB,
Never disclose any other information that is considered proprietary, copyrighted, or
otherwise protected by law or contract.
Inform the CalVCB Public Information Officer immediately of any request made under
the Public Records Act (Gov. Code, § 6250 et. seq.).
Inform a server of a subpoena that the subpoena shall be personally served on CalvCB
at 400 R Street, 5th Floor, Sacramento, CA, 95811, Attn: Legal Office. Contact the
CalVCB Legal Office at 916-491-3605 regarding any subpoena received by the Board.
Notify the CalVCB Information Security Officer immediately if a suspected security
incident involving the data occurs.

acknowledge that as a state employee or individual performing work pursuant to a

contract with CalVCB, | am required to know whether the information | have been granted
access to Is confidential and to comply with this statement and the CalVCB information Security
Policy, Memo Number 06-00-003. If | have any questions, | will cantact CalvCB's Legal Office or
Information Security Officer.

.

acknowledge that the unauthorized access, inspection, use, or disclosure of confidential

information is a violation of applicable laws, including but not limited to, the following:
Government Code sections 1470 et seq, 6254.17, and 19930(c}, Civil Code section 1798 et seq,,
and Penal Code section 502. | further acknowledge that unauthorized access, inspection, use,
disclosure, or modification of confidential information, including my own, or any attempt to

engage in such acts can resuft in:
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e Administrative discipline, including but not limited to: reprimand, suspension without
pay, safary reduction, demotion, and/or dismissal from state service.

e Criminal prosecution.

e Civil lawsuit.

¢ Termination of contract.

I, expressly consent to the monitoring of my access to computer-based confidential
information by CalVCB or an individual designated by CalVCB.
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Certification
| have read, understand, and agree to abide by the provisions of the Confidentiality Statement
and the CalVCB Information Security Policy, Memo number 06-00-003

| also understand that improper use of CalVCB files, data, information, and systems could
constitute a breach of contract. | further understand that | must maintain the confidentiality of
alt CalVCB files, data, and information once my employment, contract, or affiliation with CalvCB
ends. This signed Certification will be retained in my Official Personnel File in Human

Resources.

If 1am a contractor, | understand that it is my responsibility to share these contract provisions
with any staff under my supervision and ensure that they comply with its provisions.

Signature Date

Name (Print)
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Document Receiving Section (DRS)
Imaged Document Confidential
Destruct Policy

Memo Number: 17-

Date Issued:

Supersedes: 09-001
Effective Date; Immediately
Expires: Indefinite

Issued By: Executive Office

Purpose

It is the policy of the California Victim Compensation Board {CalVCB) to properly retain and
dispose of documents scanned into the California Compensation and Restitution System
(CaRES}) in a timely manner to save storage and handling costs.

Authority

California Codes
¢ Penal Code Section 11106.1, 11106.2
s Evidence Code Section 1550-1553
* Government Code Section 12159-12179.1

Internal Organization of Standardization
e [SO 15489-1: Information and documentation, Records management, Part 1
e ISO/TR 15489-2: Information and documentation, Records management, Part 2

Policy

According to the California Codes, any document imaging system that does not permit
additions, deletions, or changes to an original document, may be used as a photographic
reproduction pracess to record documents, as long as a trusted system is utilize. A “trusted
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system” means a combination of technigues, policies, and procedures for which there is no
possible scenario in which a document retrieved from or reproduced by the system could differ
substantially from the document that is originally stored. The CaRES claims management
system is fully compliant with these requirements.

Based on these requirements, an original document that has been electronically imaged into
CaRES can be destroyed when the following document guidelines and retention periods have
heen observed.

Document Guidelines

All documents received by the DRS are registered and batched with a batch header sheet and
scanned in batches of like documents, such as new applications, bills, and include a batch
header sheet. Visual quality controls are performed on each document uploaded into the
CaRES system. The first quality control measure is parformed by the individual scanning the
documents; the second quality control is performed by the individual validating the document;
the third quality control is performed by the individual uploading the documents into the
CaRESCaRES system. Once guality control is complete and the batches are uploaded into the
CaRES system, the paper batches are placed in boxes, labeled by batch type, and divided by
date and time.

Retention Period

All paper documents that have been imaged and released into the CaRES system will be
retained by the File Room for a period of twelve (12) months. This period is determined by
adding twelve (12) calendar months to the date the documents were uploaded into the CaRES
system. If a business unit requires an original document, they may retrieve it through the DRS
within twelve (12) months of the original scan date. At the end of the twelfth month, the
documents will be placed in designated confidential destruct bins in the File Room. The
documents will be scheduled for onsite confidential destruction with a certified confidential
shredding service.

iIf you have any questions, please contact Business Services Branch Manager, at (916) 491-3866.
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